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Highlights  Abstract  

▪ The influence aspects of resilience on the UAV 

swarm topology are proposed. Those are 

incoming degrees, communication types, 

distance between nodes. 

▪ We conduct the dynamics analyzing in self-

dynamic, topology, information transmission, 

brings a new perspective to the UAV swarm 

studies. 

▪ We propose a resilience model of UAV swarm 

based on topology and system’s dynamics that 

incorporates SIS model. 

 Unmanned Aerial Vehicle (UAV) swarms are utilized in various 

missions and operated within an open environment that is prone to 

disruptions. The resilience of UAV swarms, an important requirement, 

mainly revolves around ensuring stable and uninterrupted operations. 

Malicious attacks can implement the adverse impacts of potential threats 

through swarm communication links. In this context, the SIS 

(Susceptible → Infected → Susceptible) method is suitable for 

describing the information transmission within UAV swarms. An 

enhanced resilience model of the UAV swarm is proposed in this study, 

which incorporates the factors of self-dynamics, dynamics of topology, 

dynamics of information transmission, and SIS into the complex 

network model. Self-dynamics refer to the internal dynamics of the 

drones. In this paper, dynamics of topology consist of three factors: the 

varying distance between drones, the incoming degrees of each drone, 

and the number of communication types between drones. Lastly, 

dynamics of information transmission are characterized by SIS. The 

model proposed in this paper has the capability to effectively capture 

changes in the network topology as well as the dynamics of the system, 

which are significant contributors to the loss of resilience. And then, the 

average number of susceptible drones is utilized as the metric to evaluate 

the resilience of the swarm. Furthermore, an experiment is conducted 

where a UAV swarm successfully carries out a surveillance mission to 

demonstrate the advantages of our proposed method. The proposed 

model not only enables the support of mission planning but also 

facilitates the design enhancements of UAV swarms. 
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1. Introduction 

In numerous complex systems, resilience plays a vital role as  

a characteristic enabling them to effectively accommodate 

errors, failures, and alterations in the surrounding environment, 

while still preserving their fundamental functionality[10]. This 

paper defines UAV swarm resilience as the extent to which the 

interaction between components, the quantity of nodes/edges, 

and the level of performance deterioration during an attack are 

intertwined[11]. Unfortunately, the development and 

application of resiliency technologies to related systems is not 

widespread. The reason may be that the resilient design of 
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complex systems are difficult to assure their safety[31], 

challenges of integrating change-detection, trial-and-error 

learning methods, obtaining reliable performance evaluations 

under constrained evaluation time and improving the safety are 

hard to meet for swarms[7]. The task of building resilient UAV 

swarms has been attempted by researchers for the past decade. 

However, research on current trends shows gaps in swarm 

designs that make evaluating the resiliency of such swarms less 

than ideal[25]. 

The use of UAV swarms is versatile, encompassing various 

missions such as surveillance, rescue operations, payload 

delivery, and agriculture[21]. These swarms perform with a self-

governance structure, enabling them to autonomously organize 

and adapt to achieve global mission objectives. Operating in 

hostile environments, they are susceptible to disruptions, often 

without prior knowledge of the type and magnitude of these 

disruptions[36], Accidental disruptions can have adverse effects 

on the execution of tasks. Enhancing resilience is a crucial 

approach to improving the swarm’s anti-interference 

capacity[24], yielding both business and safety benefits. 

Currently, UAVs are specifically engineered to employ 

wireless communication for information sharing and 

interaction[19]. The topology of UAV swarms evolves as the 

position of each drone changes during different task phases. In 

order for the swarm to successfully accomplish its mission, it is 

crucial to ensure efficient and reliable information exchange 

among all the drones[35]. However, the present research on this 

subject inadequately addresses the influence of distance and 

dynamic changes in the structure between UAVs[18]. 

It is impractical to assume that two far apart UAVs and two 

close UAVs have the same level of communication quality. 

Moreover, the links between each pair of UAVs undergo 

dynamic changes due to the rapid movement of each UAV 

during the task[38]. Therefore, it is vital to incorporate the 

factors of topology and distance dynamic changes into the UAV 

cluster model[3]. 

The position of drones greatly impacts communication 

capability and topology, which is why researchers have 

dedicated their attention to location studies. Dui conducted an 

analysis of UAV cluster performance, taking into account the 

varying reliability of drones at different locations[12]. Sadrollah 

et al. proposed a distributed localization framework that enables 

fast and reliable dissemination of localized information in 

flexible three-dimensional networks consisting of UAV swarms. 

They ingeniously combined Internet of Things technologies 

with robotics swarms to effectively control UAV swarms. 

However, it is worth noting that no actual experiments were 

conducted in this research, and only basic ideas were 

introduced[27]. 

A survey conducted by[9] on routing protocols reveals that 

the majority of advancements prioritize performance over 

security. However, it should be noted that insecure protocols and 

networks, even if resistant to connectivity issues, do not 

necessarily indicate a resilient swarm. The crucial aspects of the 

communication component that demand attention are 

connectivity, network coverage, structure. The communication 

pipeline plays a critical role in facilitating significant swarm 

functionalities, including data transfer and action control. 

Ensuring seamless communication is typically the initial stride 

towards establishing robust systems. Communication-related 

challenges comprise of delays in information transfer between 

swarm agents or external entities. Moreover, swarm agents may 

encounter obstacles hindering their inter-communication for 

various reasons. Occasionally, communication may even be 

severed entirely. To address these concerns, ongoing research in 

formation control, utilizing ad hoc networks, scrutinizes these 

issues and suggests potential remedies. In the event of certain 

swarm agents disconnecting, a flexible formation control 

approach can rearrange the swarm positions, thereby restoring 

connectivity between the agents. Transmission delays can be 

effectively mitigated through the implementation of formation 

switching, which allows swarm agents to utilize alternative 

topologies. This strategic approach positions the agents in closer 

proximity to the broadcast handling agents, thereby reducing 

any potential delays. Additionally, the integration of passive 

beacons on the ground plays a crucial role in recovering agents 

from failures. These beacons effectively guide the agents 

towards failsafe points, ensuring their smooth operation even in 

the face of challenges. However, the intricate details of the 

underlying research mechanism behind these advancements 

have yet to be unveiled. 

In a UAV swarm, tasks can be simplified and reduced by 

assigning them to multiple vehicles. This eliminates the need to 

develop complex custom systems structures to meet specific 
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requirements[24]. To design a more resilient UAV swarm 

capable of successfully performing tasks, it is important to 

carefully study the topology to identify key determining factors 

of resilience. There are two types of UAV systems: 

homogeneous and heterogeneous[17]. In a homogeneous swarm, 

the homogeneous drones have similar functional and physical 

characteristics. On the other hand, in a heterogeneous swarm, 

the drones have different physical characteristics or perform 

different functions[32,26]. The heterogeneity of UAVs, with 

their complementary capabilities, can contribute to system 

resilience[23,15]. However, the impact of heterogeneity on 

resilience has not been sufficiently explored. 

UAVs with high-performance communication capabilities 

can provide excellent mission services. It is essential to ensure 

safe and uninterrupted services during critical missions. 

However, it can be challenging to maintain resilient and reliable 

communication services in the event of damages to 

communication facilities[2]. In his paper, Xu introduces  

a multistate network model for evaluating the reliability of the 

Unmanned Swarm Information Exchange Network (USIEN). 

This model takes into account the information exchange 

capacity and proposes a comprehensive reliability metric for 

assessing the USIEN’s reliability under a set of predefined 

missions[35]. To enhance the system’s performance, it is 

advisable to establish an appropriate communication path with 

sufficient resources[22]. Implementing a backup 

communication path can have a beneficial impact on resilience. 

In a UAV swarm, there are frequent and sudden shifts 

between favorable and unfavorable states in a complex 

battlefield. These shifts can be triggered by external, internal, or 

human-induced disruptions, resulting in crashed drones, loss of 

communication links, or diminished communication 

capabilitie[1,8]. Based on simulation results, Xu observed that 

the duration of the recovery phase becomes prolonged as the 

proportion of failed agents increases. When the number of failed 

agents approaches fifty percent, the system becomes incapable 

of recovering. This critical turning point is applicable to swarms 

of all sizes. Once this percentage of failed agents is reached, the 

entire swarm system collapses and recovery becomes 

impossible[34]. Gao et al. present a refined analytical 

framework that effectively separates the attributes of topology 

and system dynamics, ultimately consolidating diverse system 

behaviors into a comprehensive resilience model. Through their 

analysis, the researchers shed light on specific properties of 

systems that have the potential to enhance or diminish resilience. 

This invaluable insight offers a range of strategies for mitigating 

sudden shifts in biological, ecological, or economic systems. 

Moreover, it provides valuable design suggestions for 

technology systems that can withstand internal failures and 

external disruptions alike. These analytical findings have 

significant implications for multiple fields and disciplines[13]. 

Although some insights have been provided by colleagues, 

the challenges related to modeling the resilience of UAV 

swarms based on complex network dynamics remain open. 

These challenges encompass various aspects such as taking into 

account the network topology and system dynamics, assessing 

the impact of communication range on swarm performance, 

exploring the applicability of complex network dynamics to 

UAV swarms, understanding the factors affecting swarm 

topology dynamics, and analyzing the self-dynamics of 

individual drones. Consequently, our research focuses on 

tackling these issues by developing a resilience model that 

investigates the influential factors and enhances the swarm’s 

resilience capability. The key contributions of our study are 

outlined below. 

i. The influence aspects of resilience on the UAV 

swarm topology are proposed. Those are incoming 

degrees, communication types, distance between 

nodes. 

ii. We conduct the dynamics analyzing in self-dynamic, 

topology, information transmission, brings a new 

perspective to the UAV swarm studies. 

iii. We propose a resilience model of UAV swarm based 

on topology and system’s dynamics that incorporates 

SIS model. 

The remainder of this paper is organized as follows. The 

preliminaries mainly introduce description of UAV swarm 

system, and SIS model. Dynamics Analysis of UAV Swarm is 

provided in Section 2. In Section 3, resilience model of UAV 

swarm based on complex network dynamics is investigated. In 

Section 4, illustrative experiments are conducted to verify the 

proposed method. Finally, our conclusions and future work are 

given. 
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2. Preliminaries 

Consider the scenario of monitoring an unidentified 

battlefield zone Ω∈R2 using a fleet of UAVs. The UAVs, 

denoted as UAVs = [v1, v2,…, vn], possess identical capabilities 

and attributes. For the purpose of simplification, this study only 

focuses on the surveillance capability of the UAVs, disregarding 

physical characteristics such as weight, size, and shape. Each 

vehicle vi carries out surveillance tasks independently within its 

sensing range ri, where ri represents the radius of the target area 

it can surveil. Communication links enable the exchange of 

information between the drones, allowing them to collaborate 

and accomplish the surveillance mission (as shown in Fig. 1). 

The mission performance, which refers to how well the system 

performs its expected capability in an assigned mission at  

a given time t. 

 

Fig. 1. A collaborative mission utilizing a UAV swarm. 

It can be observed from this that information transmission 

plays a vital role in the UAV cluster system in order to fully 

maximize its operational efficiency and perform tasks 

successfully. A UAV swarm transmits data through a predefined 

communication topology and utilizes this transmitted data to 

accomplish collaborative system tasks. The effectiveness of the 

information communication link and the precision of the data 

content ultimately determine the safe operation and overall 

success of the UAV swarm. A swarm of UAVs perceives the 

physical world using sensors and carries out tasks in the 

physical world using actuators. The controller processes 

information from the sensors and other intelligent agents, and 

then transmits response data to the actuators in order to have 

complete control of the entire system. Generally, the 

information in a UAV swarm system is primarily made up of 

three main data transmission links: sensor-controller (S-C), 

controller-actuator (C-A), and controller-controller (C-C). It is 

important to note that malicious attacks can target these three 

data links, potentially compromising the UAV swarm system’s 

mission capability. The S-C and C-A links are known as the 

internal data links within the intelligent unit, while the C-C link 

is referred to as the inter-agent data link. The variable us 

represents the input of the ith UAV actuator, which may 

experience actuator failure during system operation. Similarly, 

ys represents the output of the ith UAV senser, which may 

experience sensor failure during system operation[20]. 

 

Fig. 2. Communication link structure and attack points of UAV 

swarm. 

2.1. Description of UAV swarm system 

Figure 3 illustrates each UAV as a node, clearly differentiated 

by its respective number. The size of the nodes in Fig. 3 denotes 

the surveillance area covered by the drones, while the black 

lines symbolize communication links established between them. 

The UAV swarm is prone to a range of disruptions, including 

network attacks, adverse weather conditions, and opposition 

defense. The main aim of this study is to investigate how the 

UAV swarm reacts to these disruptions, in order to ensure its 

resilience against functional failures or performance 

deterioration. In Fig. 3, each UAV is depicted as a node and 

clearly differentiated by its respective number. The size of the 

nodes in Fig. 3 denotes the surveillance area covered by the 

drones, while the black lines symbolize communication links 
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established between them. 

 

Fig. 3. The abstract description of UAV swarm. 

Consider a UAV swarm consisting of N vehicles whose 

activities xi =(x1,…, xN)T follow the N-dimensional coupled 

nonlinear equations[6]. Each drone is expressed by a time 

related activity xi(t), i=1,…,N, whose meaning is decided by the 

specific mission, in this paper, it denotes the probability of 

information tampering of drone i by 0 ≤ xi(t) ≤ 1 from its 

neighbors. The system’s dynamics is driven by 

𝑑𝑥𝑖(𝑡)

𝑑𝑡
= 𝑀0(𝑥𝑖(𝑡)) + ∑ 𝐴𝑖𝑗𝑀1(𝑥𝑖(𝑡))𝑀2 (𝑥𝑗(𝑡))

𝑁
𝑗=1          (1) 

M0(xi(t)) captures drone’s self-dynamics. M1(xi(t)) and 

M2(xi(t)) account for the impact of i’s interacting vehicles. 

Aij=Ai←j is a directed link outgoing from j, incoming to i, reflects 

the weight topology and dynamic of the UAV swarm. The 

solution of Eq.         (1) offers the i’s resilience function xi(Aij), 

which captures the possible states of drone i as a solution of          

(1). The Eq.         (1) shows that the activities of UAV swarm 

depend on the topology and the system’s dynamics. In Eq.         

(1), resilience loss can be affected by any alteration of the N2 

parameters in Aij, each change corresponding to a different kind 

of perturbation. 

2.2. SIS model 

The UAV swarm is vulnerable to various disruptions, such as 

network attacks, severe weather, and opponents’ defense. To 

study the spread of information within the UAV swarm, we 

consider each individual UAV as a node[33,37], These nodes 

can be in a susceptible (S) or infected (I) state. Malicious attacks 

propagate the negative effects of potential threats and 

disruptions through swarm communication links. Following  

a commonly used epidemiological approach, when discussing 

information spread between nodes, we ignore the specific 

details of infection within a single UAV and instead view each 

vehicle as being in one of a small number of discrete states, such 

as susceptible or infected[16]. Therefore, the transitions in 

dynamics within the UAV swarm can be described using an SIS 

model. In Eq.    (2), a susceptible 

drone (S) can become infected by abnormal information from 

its infected neighbors (I), with  

a probability denoted as β[14]. This results in the creation of 

two infected drones after the infection process. 

𝑆 + 𝐼
 𝛽 
→   2𝐼    (2) 

The infected drones(I) recover to susceptible(S) with the 

probability of σ. And the drones can be infected immediately 

once they are cured. 

𝐼
 𝜎 
→   𝑆    (3) 

Thus, the dynamic transitions between the susceptible drone 

and the infected drone, shown in Fig. 4. 

 

Fig. 4. Dynamic transition diagram for SIS model. 

In the UAV swarm, the SIS model is utilized to illustrate an 

infection process, as shown in Fig. 5, In this model, green nodes 

represent susceptible drones, whereas red nodes depict infected 

ones. Initially, at step 0, all drones are in the susceptible state. 

In step 1, drone 3 falls victim to an attack by opponents and 

consequently becomes infected. Later, drone 4 also becomes 

infected through the A34 link. The newly infected drone 4 then 

proceeds to transmit the infection to drone 2 via the A42 link. 

Subsequently, owing to their self-cure ability, the infected 

drones ultimately regain their susceptible state.
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Fig. 5. Infection process of a UAV swarm.

3. Dynamics Analysis of a UAV Swarm 

3.1 Self-dynamics of single drone 

M0(xi(t)) analyzing, accounting for i’s self-dynamic, is the first 

step in the research of the UAV swarm’s dynamic. It is important 

to note that the information transmitted between the actuator, 

controller, and sensor within a single drone (as shown in Fig. 2) 

is not completely secure and may be subject to loss or alteration. 

To simplify matters, we assume that the probability of 

information tampering between the sensor-controller (S-C) and 

controller-actuator (C-A) links is independent. Additionally, the 

probability of tampering is the same for the controller-controller 

(C-C) link, which is represented as xi(t). The probability of 

unchanged information transmission in the S-C and C-A links is 

respectively denoted as 1- xi(t). Consequently, the dynamic of 

inner node i is regulated by expression   

 (4). 

(1 − 𝑥𝑖(𝑡))
2

    (4) 

Eq.    (4) describes the recovery 

process of S-C and C-A. The recovery process of an infected 

drone occurs at a rate proportional to σ and the probability of 

being infected, xi(t). Thus, by combining the inner recovery 

probability of (1- xi(t))2 with σ and xi(t) as the form of 

multiplying, we obtain the self-dynamics of a single drone in Eq.

  (5). 

𝑀0(𝑥𝑖(𝑡)) = −𝜎𝑥𝑖(𝑡)(1 − 𝑥𝑖(𝑡))
2

  (5) 

3.2 Dynamics of topology 

Although, the topology plays a significant role in the dynamics 

of a UAV swarm, the research in influence factors of topology 

dynamic is short. The links between each pair of UAVs undergo 

dynamic changes due to the rapid movement of each UAV 

during the task. Therefore, the distance greatly impacts 

communication capability and topology. On the other hand, the 

communication pipeline plays a critical role in facilitating 

significant swarm functionalities, including data transfer and 

action control. Ensuring sufficient communication links is 

typically the critical stride towards establishing robust systems. 

In a UAV swarm, tasks can be simplified and reduced by 

assigning them to multiple vehicles. The heterogeneity of UAVs, 

with their complementary capabilities, can contribute to system 

resilience. So, distance, communication links and heterogeneity 

are seen as three important factors of topology dynamics in this 

paper.

 

Fig. 6. The meanings of dij, ki
in, hi

in.

dij, ki
in, hi

in represent three characteristics of Aij. The 

meanings of dij, ki
in, hi

in are shown in Fig. 6(a-c). dij denotes the 

distance between drone j and i, dc means the minimal range of 

communication. When dij<dc, communication quality between 

node j and i is uninfluenced by distance. Intuitively speaking, 

the longer the distance between two nodes, the smaller weight. 

Therefore, the value of Aij and the dij shows  

a negative correlation. In this paper, we think Aij is proportional 
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to the inverse square of the distance. ki
in is the incoming degrees 

of i. The value of ki
in and the number of neighbors shows  

a positive correlation. But, the weight of interaction between 

drones i and j, Aij, has a negative correlation with ki
in. That is, 

when ki
in is large, neighbor j has a minimal contribution to drone 

i, and vice versa. In this paper, we think Aij is proportional to the 

inverse of the ki
in. hi

in denotes the number of communication 

types (such as WiFi, 5G, satellite communication and so on) 

between node i and its neighbors. The more types of 

communication, the bigger hi
in. A higher hi

in makes it a much 

harder to achieve attack by adversaries. So, hi
in can contribute 

to enhance the resilience capacity of UAV swarm. In this paper, 

we think Aij is proportional to ki
in. 

Based on the analysis of dynamical relationship between Aij 

and dij, ki
in, hi

in, we take the form of Eq.  (6) to 

model the weight topology of the UAV swarm. 

𝐴𝑖𝑗 =

{
 
 

 
 
ℎ𝑖
𝑖𝑛

𝑘𝑖
𝑖𝑛                          ,𝑑𝑖𝑗 ≤ 𝑑𝑐

ℎ𝑖
𝑖𝑛

[(
(𝑑𝑖𝑗−𝑑𝑐)

𝑆
)

2

+1]𝑘𝑖
𝑖𝑛

, 𝑑𝑖𝑗 > 𝑑𝑐
  (6) 

3.3 Dynamics of information transmission 

Information attacks are a regular occurrence in UAV swarm 

operations, indicating the likelihood of information tampering 

on drone i, with a range of 0 ≤ xi(t) ≤ 1. According to SIS, 

mapping the Eq.         (1)  

𝑀1(𝑥𝑖(𝑡)) = 𝛽(1 − 𝑥𝑖(𝑡)),𝑀2 (𝑥𝑗(𝑡)) = 𝑥𝑗(𝑡)         (7) 

When drone i is susceptible (with a probability of 1 - xi(t)) and 

at least one of its neighbors j is infected (with a probability of 

xj(t)), drone i can also become infected with a probability of 

∑ 𝐴𝑖𝑗𝑀1(𝑥𝑖(𝑡))𝑀2 (𝑥𝑗(𝑡))
𝑁
𝑗=1 = ∑ 𝐴𝑖𝑗𝛽(1 − 𝑥𝑖(𝑡))𝑥𝑗(𝑡)

𝑁
𝑗=1     (8) 

So, the dynamic of information transmission between UAVs 

can be described as Eq.    (8). With the Aij expressed in Eq. 

 (6), the dynamics of information transmission can be 

characterized in the form of Eq.      (9). 

{
 
 

 
 ∑

ℎ𝑖
𝑖𝑛

𝑘𝑖
𝑖𝑛 𝛽(1 − 𝑥𝑖(𝑡))𝑥𝑗(𝑡)                         ,𝑑𝑖𝑗 ≤ 𝑑𝑐

𝑁
𝑗=1

∑
ℎ𝑖
𝑖𝑛

[(
(𝑑𝑖𝑗−𝑑𝑐)

𝑆
)

2

+1]𝑘𝑖
𝑖𝑛

𝛽(1 − 𝑥𝑖(𝑡))𝑥𝑗(𝑡), 𝑑𝑖𝑗 > 𝑑𝑐
𝑁
𝑗=1

      (9) 

The dynamic of UAV swarm is formed in Eq.(10). 

𝑑𝑥𝑖(𝑡)

𝑑𝑡

=

{
 
 
 

 
 
 −𝜎𝑥𝑖(𝑡)(1 − 𝑥𝑖(𝑡))

2 +∑
ℎ𝑖
𝑖𝑛

𝑘𝑖
𝑖𝑛
𝛽(1 − 𝑥𝑖(𝑡))𝑥𝑗(𝑡) ,𝑑𝑖𝑗 ≤ 𝑑𝑐

𝑁

𝑗=1

−𝜎𝑥𝑖(𝑡)(1 − 𝑥𝑖(𝑡))
2 +∑

ℎ𝑖
𝑖𝑛

[(
(𝑑𝑖𝑗 − 𝑑𝑐)

𝑆 )

2

+ 1] 𝑘𝑖
𝑖𝑛

𝛽(1 − 𝑥𝑖(𝑡))𝑥𝑗(𝑡), 𝑑𝑖𝑗 > 𝑑𝑐

𝑁

𝑗=1

 

(10) 

4. Resilience model of UAV swarm 

The behavior of the UAV swarm is determined by Eq.         (1), 

which is further explained in more detail in Eq.(10). The first 

component on the right-hand side of Eq.(10) represents the 

individual dynamics of each drone, while the second component 

represents the interactions between drone i and its neighboring 

drones. The parameters β and σ are not affected by the drones 

themselves and remain constant. 

The fixed points of Eq.(10) are found by Eq.(10) to zero, 

namely as Eq.(11). xi(t), i=1,…,N is decided by β, σ, dij, ki
in, hi

in. 

β, σ reflect the dynamics of information transmission and dij, ki
in, 

hi
in relate to the topology and dynamic of UAV swarm system. 

The solution of Eq.(10) offers the i’s resilience function xi(Aij). 

{
 
 

 
 −𝜎𝑥𝑖(𝑡)(1 − 𝑥𝑖(𝑡))

2 +∑
ℎ𝑖
𝑖𝑛

𝑘𝑖
𝑖𝑛𝛽(1 − 𝑥𝑖(𝑡))𝑥𝑗(𝑡) = 0                         , 𝑑𝑖𝑗 ≤ 𝑑𝑐

𝑁
𝑗=1

−𝜎𝑥𝑖(𝑡)(1 − 𝑥𝑖(𝑡))
2 +∑

ℎ𝑖
𝑖𝑛

[(
(𝑑𝑖𝑗−𝑑𝑐)

𝑆
)

2

+1]𝑘𝑖
𝑖𝑛

𝛽(1 − 𝑥𝑖(𝑡))𝑥𝑗(𝑡) = 0, 𝑑𝑖𝑗 > 𝑑𝑐
𝑁
𝑗=1

(11) 

During the mission, the topology of UAV swarm changes with 

time, and the dij, ki
in, hi

in are three time-varying factors, which 

can be rewritten to dt
ij, ki

in,t, hi
in,t. The solution of Eq.(11) 

provides Eq. (12). 

𝑥𝑖(𝑡) =

{
 
 

 
 1 −

𝛽

𝜎
∑

ℎ𝑖
𝑖𝑛,𝑡

𝑘𝑖
𝑖𝑛,𝑡

𝑁
𝑗=1                          ,𝑑𝑖𝑗 ≤ 𝑑𝑐

1 −
𝛽

𝜎
∑

ℎ𝑖
𝑖𝑛,𝑡

[(
(𝑑𝑖𝑗
𝑡 −𝑑𝑐)

𝑆
)

2

+1]𝑘𝑖
𝑖𝑛,𝑡

𝑁
𝑗=1 , 𝑑𝑖𝑗 > 𝑑𝑐

 (12) 

xi(t) represents the possible states of drone i as a solution of 

Eq.(10). xi(t) shows that the activities of the UAV swarm depend 

on the topology and the dynamics. In this paper, any 

modifications in β, σ, dt
ij, ki

in,t, hi
in,t , which correspond to 

different types of disturbances, will elicit an unpredictable 

reaction from the UAV swarm. Such disturbances can severely 

damage the resilience of the UAV swarm. For example, when  
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a swarm perform a surveillance mission, drones could be 

attacked inevitability and unpredictably. For instance, during  

a surveillance mission, the drones in the swarm can be attacked 

unexpectedly and unavoidably. These attacks have the potential 

to disrupt or affect the communication link between the attacked 

drones and the unaffected ones, or even completely remove the 

attacked drones from the swarm. Once removed, these drones 

become incapable of contributing to the surveillance mission, 

resulting in a reduction or interruption of the mission itself. 

During the surveillance mission, the attacked or infected drones 

are unable to fulfill their tasks, and the performance of the 

swarm relies heavily on the unaffected drones. So, Thus, the 

resilience of a UAV swarm can be assessed by the susceptible 

drone variable, xi
s(t). In this paper, we consider the average 

value of xi
s(t) as an indicator of the resilience of a UAV system. 

That is 

⟨𝑥⟩ =
1

𝑁
∑ 𝑥𝑠(𝑡)
𝑁
𝑠=1 =

1

𝑁
∑

{
 
 

 
 1 −

𝛽

𝜎
∑

ℎ𝑠
𝑖𝑛,𝑡

𝑘𝑠
𝑖𝑛,𝑡

𝑁
𝑗=1       ,𝑑𝑖𝑗 ≤ 𝑑𝑐

1 −
𝛽

𝜎
∑

ℎ𝑠
𝑖𝑛,𝑡

[(
(𝑑𝑖𝑗
𝑡 −𝑑𝑐)

𝑆
)

2

+1]𝑘𝑠
𝑖𝑛,𝑡

𝑁
𝑗=1 , 𝑑𝑖𝑗 > 𝑑𝑐

𝑁
𝑠=1             (13) 

⟨𝑥⟩ is the function of β, σ, dsj
t, ks

in,t, hi
in,t, exposing the resilience 

of the UAV swarm depends on the topology, weights, and the 

system’s dynamic. dsj
t, ks

in,t, hi
in,t are the parameters of 

susceptible drones at time t. 

5. Case study 

In this section, we present an experiment conducted using  

a multi-agent simulation where a UAV swarm over a battlefield 

area to perform surveillance. Each UAV independently carries 

out the surveillance task within the designated battlefield zone. 

The drones are able to collaborate and successfully complete the 

surveillance mission through communication links that 

facilitate the exchange of information between them, as 

depicted in Fig. 1. In Section 5.1, we provide the background 

information on the experiment and case settings. Section 5.2 

presents the simulation results, comparisons of results, as well 

as detailed discussions. 

5.1. Mission background and experiment settings 

We applied the proposed method in a scenario where a UAV 

swarm is assigned to maintain surveillance in a battlefield, as 

depicted in Fig. 7. 

 

Fig. 7. Surveillance mission over a specified battlefield. 

In Fig. 7, the drones are interconnected through a Mobile Ad 

Hoc Network (MANET), allowing them to share information 

during the mission. MANET refers to a wireless network 

comprising a collection of mobile nodes that are connected 

wirelessly, independent of any fixed infrastructure. It possesses 

the remarkable ability to self-configure and self-heal. Each node 

actively participates in routing by forwarding data for other 

nodes. Within a MANET, every drone has the freedom to move 

independently in any direction, resulting in frequent changes in 

its links to other drones. The determination of which nodes 

should forward data is dynamically made based on network 

connectivity and the routing algorithm employed. 

The complex networks approach is widely applied to model 

several real-world systems. Tran et al.[28] applied a complex 

networks approach to model three different scenarios of the 

UAV swarm. They generated the initial network topology using 

scale-free networks with preferential attachment[4,5]. The 

network damage is implemented by removing drones in  

a targeted manner[29], with a preference for removing drones 

with a higher number of neighbors during each threat event. For 

network recovery, link rewiring is conducted in a preferential 
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manner[30], prioritizing the rewiring of drones with a higher 

number of neighbors. In this paper, we adopt the initial swarm 

topology with scale-free networks used in[28,29]. Initially, the 

swarm consists of m0 fully connected nodes, and when a new 

drone joins the existing network, it introduces m (where m ≤ m0) 

links. The probability of the newcomer drone, j, linking with an 

existing drone, i, is determined as: 

𝑃𝑗→𝑖 =
𝑘𝑖

∑ 𝑘𝑙
𝑁𝑡
𝑙=1

    ( 14) 

The objective of the swarm is to effectively monitor the 

entire battlefield, reducing any blind spots. The number of 

surviving drones serves as a performance metric for assessing 

the resilience of the UAV swarm. In this paper, we quantify the 

resilience of a UAV system by considering the average value of 

xi
s(t), namely ⟨𝑥⟩ . ⟨𝑥⟩  is the function of β, σ, dsj

t, ks
in,t, hi

in,t, 

exposing the resilience of the UAV swarm depends on the 

topology, weights, and the system’s dynamic. dsj
t, ks

in,t, hi
in,t are 

the parameters of susceptible drones at time t. Other information 

is given as follows: 

 Initially, N drones are dispersed across the 

battlefield at the beginning of the task, and then 

proceed to navigate using a random walk search 

pattern throughout the surveillance mission. 

 The battlefield zone is a square grid with size S = 

1000 × 1000 patches. The vehicle moves with a rate 

of v patch/s, surveils s × s patches of battlefield.  

 There are formidable ground opponents who possess 

strong defense capabilities. The attacks are 

unpredictable, occurring at random intervals. When 

an attack targets one UAV, it propagates through 

communication links in the form of SIS. 

Consequently, the targeted UAV is temporarily 

incapacitated, unable to monitor the battlefield. 

 The information is transmitted between drones using 

Wi-Fi, Bluetooth and ZigBee, which are the most 

common communication types. 

The presented model and the experiment settings are 

simulated in MTALAB 2021, Windows 10, 11th Gen Intel(R) 

Core i7-1165G7 @ 2.80 GHz, 16 GB RAM. The experiment 

terminates after the disruption-restore events. In this experiment, 

a drone is randomly attacked by an adversary, resulting in the 

infection of its links. This marks the onset of disruption. 

Subsequently, the infected information spreads throughout the 

UAV by the means of SIS. Simultaneously, the swarm employs 

resilience technologies to restore the infected drones to a 

susceptible state, with a probability denoted as σ. As the 

spreading reaches equilibrium, the swarm transitions into a new 

stable state. The parameters setting for the mission and swarm 

are given in Table 1. 

Table 1. Parameters for the mission and swarm. 

Parameter Value 

N 100 

m0 10 

m 2 

v random from 0 to 10 

s 20 

σ 0.1 

β 0.15 

hi
in,t 1 

A simulation is characterized by a distinct set of inputs 

provided to the model. The simulation concludes upon the 

completion of disruption-recovery events. As the simulation is 

stochastic in nature, 10 repetitions are conducted for each 

scenario. The stochasticity arises from randomness in the 

random walk, the BA algorithm, node removals, and the SIS 

algorithm. The total number of susceptible UAVs is acquired for 

each step during the simulation. Subsequently, we obtain the 

resilience values of ⟨𝑥⟩ by Eq.            (13). 

5.2. Results and analysis 

5.2.1. Case  

In the first example, we assume all dij is below dc, that is dij≤

dc, and 

⟨𝑥⟩ =
1

𝑁
∑ (1 −

𝛽

𝜎
∑

ℎ𝑠
𝑖𝑛,𝑡

𝑘𝑠
𝑖𝑛,𝑡

𝑁
𝑗=1 )𝑁

𝑠=1    (15) 

In order to mitigate the influence of stochasticity in the BA 

algorithm, we performed simulations using four distinct BA 

networks. The outcomes obtained with various initially attacked 

UAVs are illustrated in Fig. 8. 
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Fig. 8. ⟨𝑥⟩ with dij≤dc under different initial attacked UAV.

In Fig. 8, the blue dashed lines represent the simulation 

results of the core nodes (the top 5 according to incoming 

degree), averaged 10 replications for each case. The blue solid 

line represents the average of the blue dashed line. Similarly, the 

red dashed lines represent the simulation results of the edge 

nodes (the bottom 5 according to incoming degree), averaged 

over 10 replications for each case. The red solid line represents 

the average of the red dashed line. As shown in Fig. 8, when the 

attack begins at core nodes, the resilience of the swarm 

decreases more rapidly compared to that of edge nodes. 

Additionally, when the attack originates from edge UAVs, the 

performance of the swarm varies significantly. This may be due 

to the fact that core nodes are able to spread the attack more 

quickly through their numerous neighbors compared to edge 

nodes. These conclusions hold true for all subgraphs in Fig. 8. 

Although the network topologies of the four subgraphs differ, 

the comparison among them shows minimal disagreement. 

Therefore, it can be concluded that the network topology has no 

influence on the performance of the UAV swarm. 

5.2.2. Case 2 

Renew the assumption of all dij is below 100, and dc is 0, 

that is  

⟨𝑥⟩ =
1

𝑁
∑

(

 
 
1 −

𝛽

𝜎
∑

ℎ𝑠
𝑖𝑛,𝑡

[(
𝑑𝑖𝑗
𝑡

𝑆
)

2

+1]𝑘𝑠
𝑖𝑛,𝑡

𝑁
𝑗=1

)

 
 

𝑁
𝑠=1        (16) 

To mitigate the impact of stochasticity in the initial position, 

we conducted simulations using four distinct initial position 

networks. The results, illustrating various initial attacked UAVs, 

are presented in Fig. 9.
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Fig. 9. ⟨𝑥⟩ with dc=0.

In Fig. 9, the lines have the same meaning as in Fig. 8. As 

shown in Fig. 9, we can draw similar conclusions as in Fig. 8. 

Additionally, the initial positions of the four subgraphs are 

different. The results indicate that the distinction between core 

nodes and edge nodes is little. The comparison reveals 

negligible discrepancies with varying initial positions. Thus, the 

initial position of the swarm has little impact on the results, 

providing strong support for the conclusion of dc=0. 

5.2.3. Case 3 

Taking the assumption of dij is at random, that is  

⟨𝑥⟩ =
1

𝑁
∑

{
 
 

 
 1 −

𝛽

𝜎
∑

ℎ𝑠
𝑖𝑛,𝑡

𝑘𝑠
𝑖𝑛,𝑡

𝑁
𝑗=1                         ,𝑑𝑖𝑗 ≤ 𝑑𝑐

1 −
𝛽

𝜎
∑

ℎ𝑠
𝑖𝑛,𝑡

[(
(𝑑𝑖𝑗
𝑡 −𝑑𝑐)

𝑆
)

2

+1]𝑘𝑠
𝑖𝑛,𝑡

𝑁
𝑗=1 , 𝑑𝑖𝑗 > 𝑑𝑐

𝑁
𝑠=1      (17) 

To eliminate the impact of stochasticity in the BA algorithm 

and the initial position, we performed simulations using four 

different initial position networks and the BA algorithm. Fig. 10 

displays the results obtained when different initial attacked 

UAVs were employed. These results demonstrate a similarity to 

case 2, thereby further validating the credibility of the 

conclusion.

 

Fig. 10. ⟨𝑥⟩ with changing 𝑑𝑖𝑗 .

A careful comparison of Fig. 8 - Fig. 10 highlights some 

significant findings. It becomes evident that the communication 

range plays a crucial role in both system performance and 

resilience. A greater communication range can greatly enhance 

the anti-interference capability of a UAV swarm. Additionally, 

the core nodes are found to have a more pivotal role in 
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information propagation as compared to the edge nodes. This 

underscores the fact that the system’s performance and 

resilience are heavily reliant on these core nodes. 

6. Future work 

In this study, we focus on the performance decrease of the UAV 

swarm caused by inevitable disruptive events and uncertain 

threats such as malicious attacks by enemies. However, SIS 

model is a brief and incomplete account of malicious attacks 

propagation in a UAV swarm, the actual situations are more 

complicated. Additionally, we did not consider the interplay 

between the incoming degrees and the communication types. 

Finally, the dynamics of a UAV Swarm are the key factors of 

swarm resilience, its study is still a big challenge for researchers. 

In the further, we plan to study a more realistic situation of 

malicious attacks and try to make a step forward in dynamics of 

UAV swarms. 

7. Conclusions 

This article discusses the resilience performance of against 

malicious disturbances in drones or links attacks, which are 

responsible for causing resilience loss. We consider the dynamic 

states of the swarm and the real-time position of the topology, 

and propose an enhanced UAV swarm resilience model that 

incorporates the impact of topology, system dynamics, and SIS 

into the complex network model. This model effectively 

captures changes in network topology and system dynamics 

caused by malicious attacks. We conducted an experimental 

study in which a UAV swarm carried out a surveillance mission, 

and the simulation results affirm the credibility of our approach. 

Moving forward, our focus will be on achieving resilience in  

a UAV swarm under more complex forms of information 

propagation.

Definitions/Abbreviations 

UAV – unmanned aerial vehicle 

SIS – Susceptible → Infected → Susceptible 

USIEN – unmanned swarm information exchange network 

S-C – data transmission links between sensor and controller 

C-A – data transmission links between controller and actuator 

C-C – data transmission links between controller and controller 

MANET – Mobile Ad Hoc Network 
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